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Abstract Existing authentication methods for display lock system, e.g. PINs and Android
password pattern, have a common problem called “shoulder-surfing,” that means inferring au-
thentication information by watching the authentication sequence. We proposed the rhythm au-
thentication method using Self-Organizing Map (SOM) for countermeasure of shoulder-surfing.
However, this method has a problem that authentication accuracy is influenced by user’s prac-
tice. In this paper, we propose the method that center of threshold is moved by the user’s
input information every authentication, and SOM is learned periodic by server. It expects that

long-term using of the authentication method by proposed method.
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